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Introduction

This document describes how to enable integration between Apprien automatic pricing
engine and Google Play.
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To communicate with Google Play Services, Apprien APl needs access to Google Play
Console via a Google Cloud Platform Service Account.

The service account access is granted to Apprien API with a Token Key, stored in JSON
format.

Creating a Service Account, granting access permissions and
downloading the Google Access Key JSON-file

1. Log in to Google Play Console: https://play.google.com/console/

- Note! You need to log in with your company’s Owner-level Google Play Account. If
you use another account (Editor-account), you can’t create the required access
tokens. Please find the main company founder/Account Owner level Google Play
account.

- Agree to the Terms of Service if prompted.

Google

Signin Agree to the Terms of Service X
to continue to Google Play Developer Console . .
To continue, you need to agree to the following Terms of Service:

s Google Play Android Developer API
« Google API
* Google Cloud Platform

Cancel | agree
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2. To link a Google Cloud Platform project to your Google Play Services account:
2.1 In the left menu, navigate to Settings—Developer account—“API
access”

2.2 Click “Choose a project to link”

- If you already have a project linked, just check the name of the project and make
sure, you are creating service accounts on the same linked project in the later steps
in Google Cloud Platform console.

- In this guide, the linked project name is “Google Play Console Developer”

. B> APl access x I e B
=

C | © | & https://play.google.com/console/u/0/developers/7434596261183087799/api-ac see w » | =
= p Google Play Console Q.  Search Play Console @ ®
28  Allapps API
D Inbox 10
L]
@ Policy status
&= Users and permissions ‘

@

8

Order management
v & Download reports
Reviews

Statistics

Financial
v 83 settings Get APl access

Automate app configuration and integrate app releases into your existing tools and
processes with the Google Play developer publishing API.

2
Choose a project to link Learn more

v  Developer account

Account details

Developer page

Activity log

APl access

Linked accounts
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3. After creating the new project:
3.1 Select “Create New Project”
3.2 and Click “Link Project”

@

C | @ | & https://play.google.com/console/u/0/developers/7434596261183087799/api-acce wl»| =

= p Google Play Console Q. Ssearch Play Console @ ®
98  Allapps
oo
APl access
D Inbox 10
v The Google Play Developer Publishing API lets you publish and configure your own
@ Policy status apps. Learn more
A= Users and permissions
B order management Linked Google Cloud project
v & Download reports O Link existing project
e 1 @ Create new project
Statistics
Financial

- 133 Settings
+  Developer account
Account details
Developer page
Activity log

APl access

2

Discard changed Link project
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4. Click “Create new service account”

e

G | © | & https://play.google.com/console/u/0/developers/74345 11830 /api-access e ol » =
= p Google Play Console Q,  Search Play Console o @
93  Allapps
- APl access
D Inbox 10
o The Google Play Developer Publishing APl lets you publish and configure your own apps. Learn more
@ Policy status
A= Users and permissions . .
Linked Google Cloud project View project  Unlink project
E Order management
Project Google Play Console Developer
- i, Download reports
Reviews Play Games Services publishing Turn on Play Games Services
API
Statistics
Financial OAuth clients
= &3 Stiiga An QAuth client allows users to log in with their own credentials and perform publishing actions. API

actions can then be attributed to the user, and permissions can be configured through the User Accounts

+  Developer account &Rights page.

Account details (D) ©OAuthbrand not detected

Developer page You need to create an OAuth brand to link your AP, once created OAuth clients will be listed
Activity log Refresh OAuth consent Configure OAuth consent screen
APl access
Linked accounts SerVIce aCCOUHtS Create new service account | Refresh service accounts
Payments settings Service accounts allow access to the Googl - rEereopemPatemm =S ToMoehalf of an application
rather than an end user. They allow access to the API from an unattended server, such as automated build
Benchmarking servers. APl actions are attributed to the service account, and permissions can be configured through the
preferences User Accounts & Rights page.
There are no service accounts associated in this project
Preferences
Email lists

5. Click the “Google Cloud Platform” link or go to
https://console.cloud.google.com/iam-admin/
on a new tab on your browser

—
Create new service account X

1. Gotothe Google Cloud Platform
2. Click 'Create Service Account’
3. Fillinthe details and click "Create'

At this point, you can create a private key. The private key is downloaded to your
machine and is the only copy of this key. You must keep the private key secure, it will
be needed by your application to make API calls using your service account

4. Click 'Done’ and check the new account appears in the list.
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6. Inthe Google Cloud Platform dashboard, under "IAM & Admin”
6.1 Make sure you are on the same linked project that was linked in the
Google Play Console in previous steps.
6.2 On the left menu, navigate to »Service Accounts”
6.3 Select ”+ CREATE SERVICE ACCOUNT”

> APlaccess X B Serviceaccounts—IAME x4+ - O x
C @ console.cloud.google.com/iam-admin/serviceaccounts?project=api-5193084697916647012-466449 Q & B e :
Google Cloud Platform % Google Play Android Developer ¥ Q, Search products ...
. 1 . _
8 IAM & Admin Service accounts 3|+ CREATE SERVICE ACCOUNT I @ DELETE  +& MANAGE ACCESS
2 1AM

Service accounts for project "Google Play Android Developer”

©  Identity & Organization A service account represents a Google Cloud service identity, such as code running on Compute Engine VMs, App Engine apps, or systems
running outside Google. Learn more about service accounts.

2Q Policy Troubleshooter Organization policies can be used to secure service accounts and block risky service account features, such as automatic 1AM Grants, key
creation/upload, or the creation of service accounts entirely. Learn more about service account organization policies.

E  Policy Analyzer

B Organization Policies = Filter Enter property name or value (] m

2 :
. Email Status Name 4+ Description Key ID Actions
8  Service Accounts a

> Labels
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7. Enter service account details:
7.1 Service account name: “apprien-game-api”
7.2 Role: “Editor”
7.3 Click “Done”

B> APlaccess x B Createserviceaccount-| x =+
&« C & console.cloud.google.com/iam-admin/serviceaccounts/create?project=api-5193084697916647012-466449
Google Cloud Platform & Google Play Android Developer v Q Search products and...
9 1AM & Admin Create service account
2 1AM

@ Service account details
[} Identity & Organization Service account name
Q

1 apprien-game-api

Policy Troubleshooter . .
- count

& Policy Analyzer Service accou...
apprien-game-af @api-5193084697916647012-466449 jam gservice X

B Organization Policies

Service account description

°8  Service Accounts Apprien Dynamic Pricing Api
Describe what this service account will do
[ Y Labels
> Tags
CREATE
&t Settings
Pri & Securi : : i
@ Privacy & Securit o Grant this service account access to project
& |dentity-Aware Proxy (optional)
Grant this service account access to Google Play Android Developer so that it has
= Roles permission to complete specific actions on the resources in your project. Learn
more
= AuditLogs
i Role Condition -
[E  Essential Contacts 1 [ Editor v Add condition L
P m
-+ ADD ANOTHER ROLE
CONTINUE

Grant users access to this service
account (optional)

Grant access to users or groups that need to perform
actions as this service account. Learn more

Service account users role (7]

Grant users the permissions to deploy jobs and VMs with
this service account

Service account admins role 7]

Grant users the permission to administer this service
account

3 m CANCEL
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8. On the list of Service Accounts
8.1 Find the “apprien-game-api@api-...”-row on the accounts list
8.2 under “Actions”-column, click the “:”-jcon on the row

[ Users and permissions X B Serviceaccounts-lAM& x  + - O
& C & console.cloud.google.com/iam-admin/serviceaccounts?project=api-5193084697916647012-466449 aQ % » o
Google Cloud Platform $* Google Play Android Developer v Q, Search produ...
8 IAM & Admin Service accounts + CREATE SERVICE ACCOUNT i DELETE  +& MANAGE ACCESS
2 1AM

Service accounts for project "Google Play Android Developer”

e Identity & Organization A service account represents a Google Cloud service identity, such as code running on Compute Engine VMs, App Engine apps, or systems
running outside Google. Learn more about service accounts

aQ Policy Troubleshooter Organization policies can be used to secure service accounts and block risky service account features, such as automatic IAM Grants, key
creation/upload, or the creation of service accounts entirely. Learn more about service account organization policies

& Policy Analyzer
B Organization Policies = Filter Enter property name or value (%] m
oz Service Accounts |:| Email Status MName '1\ Description Key Actions
I O 3 apprien-game-api@api- I1 ] apprien- Apprien No |3 |2
@ Labels 5103084607916647012- game-api D
466449 .iam.gserviceaccount.com P Manage details
» Tags
O olegpiTTETE [] te Manage permissions
: o oo e o
% Settings | Manage keys 3
]
@ Privacy & Security Pl View metrics
fr
= Identity-Aware Proxy O oaBORORRINIIIT ] View logs
epefeuianes JAAEIALARSRIIRARA Disable
2 Roles
Delete
= Audit] ane
8.3 select “Manage keys”
9. Select “Add Key” and then click “Create new key”
B Users and permissions X O apprien-game-api-IAM & x4+
& C & console.cloud.google.com/iam-admin/serviceaccounts/details/117037186411763841063 keys?project=api-51930846!
Google Cloud Platforrn  &* Google Play Android Developer + Q  Search produ..
g Ul g y P!
8 |IAM & Admin < apprien-game-api
DETAILS PERMISSIONS KEYS METRICS LOGS
= 1AM
©  Identity & Organization Keys
a Policy Troubleshooter Add a new key pair or upload a public key certificate from an existing key pair. Please
note that public certificates need to be in RSA_X509_PEM format. Learn more about
B Policy Analyzer upload key formats
L L. Block service account key creation using organization policies
B  Organization Policies . & 9 —
Learn more about setting organization policies for service accounts
o8  Service Accounts
ADD KEY ~
L Y Labels
Create new key
Key creation date Key expiration date
» Tags Upload existing key
o Settinns
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10. Select Key Type: “JSON” and click “Create”
The JSON file will now be downloaded.

Save the JSON-file on your device in safe location where you find it.
This JSON file is needed by Apprien to communicate with Google API.

Create private key for "apprien-game-api"

Downloads a file that contains the private key. Store the file securely because this key
can't be recovered if lost.

Key type 1
® JSON

O P12

For backward compatibility with code using the P12 format

2
CANCEL | CREATE

11. Navigate back to “APl Access” tab on your browser or go to
https://play.google.com/console/api-access .
- Click “Done” if prompted

P> APlaccess 1 X B Sefuiceaccounts—1AM & x| +

& C & play.google.com/console/flevelopers/5193084697916647012/api-access
| &

Create new service account X

1. Goto the Google Cloud Platform
2. Click 'Create Service Account'
3. Fillin the details and click 'Create’

At this point, you can create a private key. The private key is downloaded to your
machine and is the only copy of this key. You must keep the private key secure, it will
be needed by your application to make API calls using your service account

4. Click 'Done’ and check the new account appears in the list. 2

10
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12. Under API access — Service accounts
12.1 Find "apprien-game-api@...”- account on the list
12.2 Click ”Grant access”

B APlaccess X B Serviceaccounts—IAM& X | + - O x
& C & play.google.com/console/developers/5193084697916647012/api-access T W e i
= v Google Play Console Q, Search Play Console o @
28 Allapps

APl access

The Google Play Developer Publishing API lets you publish and configure your own apps. Learn more

Inbox 32

© g

Policy status

A Users and permissions
Linked Google Cloud project View project  Unlink project
B oOrder management
Project Google Play Android Developer
+ & Download reports
Play G S blishing API i
Reviews ay Games Services publishing @ Play Games Services turned on
Statistics .
OAuth clients Create new OAuth client  Refresh OAuth clients
Fi ial o b
ptabay An OAuth client allows users to log in with their own credentials and perform publishing actions. APl actions can then be
s @ Settings attributed to the user, and permissions can be configured through the User Accounts & Rights page.
~  Developer account Client ID
Account details 114094666591190733186 View in Google Cloud Console
Devel
e i of Show rows:
Activity log
APS access Service accounts Create new service account  Refresh service accounts

Service accounts allow access to the Google Play Developer Publishing API on behalf of an application rather than an end user.
They allow access to the API from an unattended server, such as automated build servers. APl actions are attributed to the
service account, and permissions can be configured through the User Accounts & Rights page

Linked accounts
Payments settings

Benchmarking
preferences 1

View in Google
Cloud Console

.lam.gserviceaccount.com

Preferences
. View in Google
a il View access Cloud C !
Email lists oud Console
License testing Show rows: > 2l

11
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13. Under “Invite user” scroll down under “Permissions”:
13.1 Select ?’Account permissions”
13.2 App access — View app information and download bulk reports (read-

only)
13.3 Financial data -~ View financial data, orders and cancellation survey

responses

Invite user

User details

Email address apprien-game-api@api-519 30000 R R0 rlm g mrn e
Access expiry () [] set access expiry date
Permissions

Choose the apps and areas of Play Console that this user has access to. Grant permissions for individual apps, or use Account permissions
to grant access to all apps in your developer account. Some account permissions give additional access.

1

App permissions Account permissions

Account permissions

Grant permissions for all apps in your developer account

App access [7] Admin (all permissions)
2 View app information and download bulk reports (read-only)
View all app information, including any associated Play Games Services projects - but not financial

data. Users with this permission can also download bulk reports, and will be able to view any new
apps that you add to Play Console in the future.

This permission does not allow users to edit information, or make any changes. To grant access to
financial data, give users the 'View financial data’ permission.

Financial data 3 [View financial data, orders, and cancellation survey responses

fiew financial reports, sales reports, and orders; view buyer metrics on the User acquisition page;
access the Purchases APJ; view revenue information for any asseciated Play Games Services
projects; and download written responses to the cancellation survey

[7] Manage orders and subscriptions

Play Games Services With Play Games Services you can add engaging social and multiplayer features to your
games.

[[] Edit Play Games Services projects

[] Publish Play Games Services projects

Releases [[] Create, edit, and delete draft apps
[J Release to production, exclude devices, and use Play App Signing
[] Release apps to testing tracks
[] Manage testing tracks and edit tester lists
Store presence 4 Manage store presence
Edit your store listing and run store listing experiments; edit pricing; manage in-app products; edit

distribution information and content ratings; create and edit promotions; manage your public
developer page on Google Play; and create and save filters to sort the device catalog.

This permission does not allow users to exclude devices in the device cataleg.

5

12
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Google Cloud Bucket ID

To read and analyze sales data, Apprien API needs the Bucket ID for Earnings

reports.

In Google Play Console, navigate to Download reports — Financial

https://play.google.com/console/download-reports/financial

On right side of "Earnings Reports”, Click the »Copy Cloud Storage URI”-link

- The Bucket ID is now on your clipboard, and you can Paste it to your preferred text editor

and send to Apprien Support, or in the Apprien Dashboard.
- Your Bucket ID would be in the form “pubsite_prod_rev_12345...”

P* Download financialrepc: x  © apprien-game-api—IAM x| +

& C & play.google.com/console/developers it AR

= r' Google Play Console Q, Search Play Console

oo Allapps

Download financial reports

D. Inbox 32

- o >
w* 0 :
@ ®

Download monthly reports generated from your apps to help you track and understand your performance. Learn more

@ Policy status

&= Users and permissions You can also access your reports programmatically. Learn more

FH ©Order management

Earnings reports @ 2
- .i, Download reports
Report
Reviews
o 2027
Statistics
v EEB Settings » 019

Google Cloud Storage URI copied to clipboard

13

IO Copy Cloud Storage URI
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Setting up Project in Apprien Dashboard (beta)

In order to configure dynamic pricing for each In-App Product, we need to open a new
Game Project in the Apprien Dashboard.

Required information for Apprien setup:

- Google Token JSON-file downloaded on Step 10
- Financial Reports Bucket ID ‘pubsite_prod_rev_12346..."
- App/Game Bundie ID ‘com. YourApp.bundle.id’ (note: case sensitive!)

Note: At this point the Apprien Dashboard in on Beta stage and Apprien team will
prefer doing the set-up process for you before creating Apprien Dashboard account.

After going through the integration guide steps above, send the info listed above to
Apprien team in a secure form (password encrypted zip or private message for
example) so we can continue the setup process.

support@apprien.com

14
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Configuring IAP Products in Apprien Dashboard (beta)

If you have your beta user account to Apprien Dashboard, you can setup the Apprien
project and configure the IAP product items by going through the following steps:

Note: You will need: Apprien Account (granted by Apprien team: support@apprien.com)

Register/Login your company account on https://dashboard.apprien.com

The Registration Wizard will create two accounts and one team:

i) Your personal account, which will be the "admin/owner account” for your game company
i) Company account

iif) Admin Team for your company. The personal account is assigned as the "team
manager”.

You can later invite more people to the Admin Team.

Log in to https://dashboard.apprien.com

1. On the “Resources” view
1.1 Click “+ Add Game”
1.2 Fill Game Name -field
1.3 Click the ”Is Integrated” checkbox to check it

Apprien Oy v ® Logout

Products
Name
+ Add product

Stores

Show Token

Stores

Google Play Store

Game Store Integration

Is integrated @

15
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2. After checking the checkbox, you will see additional fields that you'll need to fill:
2.1 Add Your Game’s Google Credentials file by choosing the Google API
JSON credentials file from Your filesystem
2.2 Package Name: Enter the bundle id of your App/Game: (this is case sensitive)
2.3 Bucket ID: Enter the earnings reports Bucket ID copied from google play in
previous integration steps
2.4 Click “Save”

Resources Apprien Oy v ® Logout

Products
Name
+Add game + Add product

Stores

Show Token ¥

Stores

Google Play Store v

Game Store Integration
@ Is integrated @

Google Credentials file

eeeeeeeeeeeeeeee dentials json
Package Name

fi.phz.yourgamespackagename
Bucket ID

pubsite_prod_rev_1234567890987654321

Save

Add IAP Products to Apprien Dashboard

1. Navigate to “Resources -> Products”
1.1 Select “+Add Product”
1.2 Fill in the Product’s name
1.3 Stores-menu should now show Google Play Store

Products
Name

+ Add product

Stores

Google Play Store w

Product Store Integration

Is integrated @

16
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1.4 Select “Is integrated” checkmark to continue

2. Select the corresponding Google Play IAP for the product in the “lap 1d”
dropdown

Note: if the dropdown does not show google play iap products, the apprien
dashboard needs to sync data from Google Play. -> Select “Sync” to start
synchronization process.

Products Name
+ Add product
Stores
Google Play Store v

Product Store Integration

¥ Isintegrated @

lap ID

Pricing

Enter prices as euros (€). E.g. 19.99.
Default

0

17
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Test Users

Apprien Team is happy to help you out in testing out the integration. To enable us to test
your game, there are two test permissions that needs to be enabled from Google Play
Console.

1) Download Test Builds

For the Apprien test team to able to help you with testing, and to download test builds,
please add the following Apprien test users to test users:

antti.j.hatinen@gmail.com
hz hz.fi
support@phz.fi

2) Test IAP purchases with Test Card

To enable IAP purchase testing please set the users to be able to purchase IAPs with a
test credit card without real money.

All Applications — Settings

License Testing
antti.j.hatinen@gmail.com
hz@phz.fi
support@phz.fi

18
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Debugging

Google has provided example code how to debug the Google APIs by using e.g. a Python
client.

See https://support.google.com/googleplay/android-developer/answer/61358707hl=en

Here is an example fetchReports.py

# Setup
# pip install --upgrade google-api-python-client
# pip install oauth2client==1.5.2

import json

from httplib2 import Http

from oauth2client.client import SignedJwtAssertionCredentials
from apiclient.discovery import build

# Change these variables to fit your case

client email = 'apprien-test@myproject.iam.gserviceaccount.com’
json file = 'myservicekey.json'

cloud storage bucket = 'pubsite prod rev 02603822452123456789'
report to download = 'earnings/earnings 201803 57696733075-42.zip'

private key = json.loads(open(json file).read())['private key']
credentials = SignedJwtAssertionCredentials(client email, private key,
"https://www.googleapis.com/auth/devstorage.read only"')

storage = build('storage', 'vl', http=credentials.authorize(Http()))

print storage.objects().list(bucket=cloud storage bucket).execute()
#print storage.objects().get(bucket=cloud storage bucket,
object=report to download).execute()

19
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Troubleshooting

Here are the descriptions of the typical problems found during the integration, and
solutions found.

Cannot find Create Service Account -link

You need to use Google Play Owner account, and you current privileges might be
inssuficient. Ask from your organization who has the Owner -account permissions to
Google Play Developer Console and provide this document to the relevant person.

Fail to create SKU variants

Solution: You need to click Grant Access on Steps 9-10.

403 Forbidden - Fetching Google Sales Reports

(Python) Google API client returns:

<HttpError 403 when requesting

returned "apprien-test@myproject.iam.gserviceaccount.com does not have
storage.objects.list access to pubsite_prod_rev_02603822452123456789.">

Solution: Missing View app information -permission

You are missing the View app information -permission. See Step 10.

403 accessNotConfigured - Google Play Android API is not
enabled

Google API returns

<HttpError 403 when requesting

returned "Access Not Configured. Cloud Storage JSON API has not been used in
project 254746224709 before or it is disabled. Enable it by visiting
https:\/\/console.developers.google.com\/apis\/api\/storage-
api.googleapis.com\/overview?project=254746224709 then retry. If you enabled
this API recently, wait a few minutes for the action to propagate to our
systems and

retry.", "extendedHelp":"https:\/\/console.developers.google.com\/apis\/
api\/storage-api.googleapis.com\/overview?project=254746224709

">

Solution: You need to enable Google Play Android API from Google APl management.

20
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< C | & Secure | https://console.developers.google.com ¥ E
= Google APls & Google Flay Android Dev.. = Q # O O a ;
API APIs & Services Dashboard ENABLE APIS AND SERVICES
& Lz iim Enabled APIs and services
Some APIs and services are enabled automatically
i1 Library
Thour | 6hours | 12hours | 1day | 2days 4days | 7days | 14 days | 30days
©»  Credentials
Traffic Errors Median latency
Requests/sec Percent of requests Milliseconds
There is no traffic for this time period There are no errors for this time period. There is no latency data.
API ~ Requests Errors Error ratio Latency, median Latency, 98%
BigQuery API - - - - - Disable
Google Cloud APIs - - - - - Disable
Google Cloud Datastore API - - - - - Disable
Google Cloud SQL - - - - —  Disable
Google Cloud Storage - - - - - Disable
Google Cloud Storage JSON API - - - - - Disable
Google Play Andreid Developer API - - - - - Disable
Google Play Game Services Publishing AP - - - - - Disable
Google Service Management API - - - - —  Disable
stackdriver Debugger API - - - - - Disable
Stackdriver Logging API - - - - - Disable
Stackdriver Monitoring API - - - - —  Disable
Stackdriver Trace APl - - - - —  Disable

21
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& C | & secure | https//console.developers.google.com eck=api-5193084 47012-4664498q= e%2

= Go g\e AP|s  8» Google Play Android Dev.. ~ Q
& Search Q. google play X
Filter by 8 results
CATEGORY p D
Mobile (5) B R
Google Play Game Google Play Android Google Play Game Services
YouTube (1) Management Developer API Googl
gle
Google Goagle
Start integrating popular gaming
The Google Play Game Manage your app in the Google features in your mobile games by
Management AP allows Play store using the Google Play games

developers to manage resources

Google Play Game Services Google Play Custom App Google Play EMM API
Publishing API Publishing API Google
Google Google

API to manage corporate Android
The Google Play Game Services API to create and publish custom devices
Publishing API allows developers Android apps

to configure their games in Game..

Play Movies Anywhere API YouTube Data APl v3
Google Goagle
Maovies Anywhere AP| The YouTube Data APl v3 is an API

that provides access to YouTube
data, such as videos, playlists,

lllustration 2: Google APl Management - Step 2

Google Play Android Developer API
Google

Manage your app in the Google Play Store

m TRYTHISAPI 7 & APIenabled

Type Overview
APls & services The Google Play Developer API allows you to manage your app in the Google Play Store. This include managing

Last updated your in-app products, subscriptions, store listings and APKs
6/1/17,8:55PM

About Google
Category
Mobile Google's mission is to organize the world's information and make it universally accessible and useful. Through
products and platforms like Search, Maps, Gmail, Android, Google Play, Chrome and YouTube, Google plays a
Service name meaningful role in the daily lives of billiens of people.
androidpublisher.googleapi
s.com

Tutorials and documentation

Learn more [7

& support

« C | & Secure | https://console.developers.google.com e e -google%2 ~9e04125¢-74
= Google APls g Google Play Android Dev.. ~ Q
& APl Library

lllustration 3: Google APl Management - Step 3
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Support

Apprien Support Staff are more than happy to help you with any problems. Please contact
our technical support 24/7

by email
support@apprien.com

by web
https://support.phz.fi

by phone

Apprien office and sales
+358 45 888 9885

Apprien 24/7 Devops Technical Support
+358 44 244 6796
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